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1 Introduction 
This document describes a Client Object Attribute mapping for version 1.0 of the Extensible 
Provisioning Protocol (EPP).  This mapping, an extension of the domain name mapping described in 
[EPP-D], of the host mapping described in [EPP-H], and of the contact mapping described in [EPP-
C], is specified using the Extensible Markup Language (XML) 1.0 as described in [XML] and XML 
Schema notation as described in [XMLS-1] and [XMLS-2].  The domain name mapping [EPP-D] is 
used as a reference mapping throughput the document.   
 
[EPP] provides a complete description of EPP command and response structures.  A thorough 
understanding of the base protocol specification is necessary to understand the mapping described in 
is document. 
 
XML is case sensitive.  Unless stated otherwise, XML specifications and examples provided in this 
document MUST be interpreted in the character case presented to develop a conforming 
implementation. 

2 Object Attributes 
This extension adds additional elements to the domain name mapping described in [EPP-D].   
Only new element descriptions are described here. 

2.1 Client Object Attribute 
The Client Object Attribute is a client specified name / value pair consisting of a and a ‘value’ text 
value of 1000 or less characters.  It is represented by the <coa:attr> element, which in turn consists 
of the following child elements: 
 

• A <coa:key> element that contains a text value of 50 or less characters. 
 

• A <coa:value> element that contains a text value of 1000 or less characters. 
 
An example <coa:attr> extension indicating a ‘KEY1’ attribute with a value of ‘value1’ is: 
 
<coa:attr> 

<coa:key>KEY1</coa:key> 
<coa:value>value1</coa:value> 

</coa:attr>     
 

2.2 Key 
The <coa:key> element can also be used outside of a <coa:attr> element in certain contexts where it 
is only necessary to identify the attribute and not specify its value.   
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3 EPP Command Mapping 
A detailed description of the EPP syntax and semantics can be found in [EPP].   

3.1 EPP Query Commands 
EPP provides three commands to retrieve object information: <check> to determine if an object is 
known to the server, <info> to retrieve detailed information associated with an object, and 
<transfer> to retrieve object transfer status information. 
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3.1.1 EPP <check> Command 
This extension does not add any elements to the EPP <check> command or <check> response 
described in [EPP-D]. 
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3.1.2 EPP <info> Command 
This extension does not add any elements to the EPP <info> command described in [EPP-D].  
Additional elements are defined for the <info> response. 

When an <info> command has been processed successfully, the EPP  <resData> element MUST 
contain child elements as described in [EPP-D]. In addition, the EPP <extension> element SHOULD 
contain a child <coa:infData> element that identifies the extension namespace if the object has one 
or more Client Object Attributes associated with it and based on server policy.  The <coa:infData> 
element contains the following child elements: 

• One or more <coa:attr> elements describing the Client Object Attributes currently associated 
with the object. 

Example <info> response for a domain with an associated Client Object Attribute:  

S: <?xml version="1.0" encoding="UTF-8"?> 
S: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0" 
S:     xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance 
S:  xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"> 
S:     <response> 
S:         <result code="1000"> 
S:             <msg>Command completed successfully</msg> 
S:         </result> 
S:         <resData> 
S:             <domain:infData 
S: xmlns:domain="urn:ietf:params:xml:ns:domain-1.0"  
S: xsi:schemaLocation="urn:ietf:params:xml:ns:domain-1.0 domain-1.0.xsd"> 
S:                 <domain:name>example.tv</domain:name> 
S:                 <domain:roid>EXAMPLE1-VRSN</domain:roid> 
S:                 <domain:status s="ok"/> 
S:                 <domain:clID>ClientX</domain:clID> 
S:                 <domain:crID>ClientY</domain:crID> 
S:                 <domain:crDate>2011-02-04T15:44:37.0526Z</domain:crDate> 
S:                 <domain:authInfo> 
S:                     <domain:pw>2fooBAR</domain:pw> 
S:                 </domain:authInfo> 
S:             </domain:infData> 
S:         </resData> 
S:         <extension> 
S:             <coa:infData xmlns:coa="urn:ietf:params:xml:ns:coa-1.0"> 
S:                 <coa:attr> 
S:                     <coa:key>KEY1</coa:key> 
S:                     <coa:value>value1</coa:value> 
S:                 </coa:attr> 
S:             </coa:infData> 
S:         </extension> 
S:         <trID> 
S:             <clTRID>54321-CLI</clTRID> 
S:             <svTRID>54321-SER</svTRID> 
S:         </trID> 
S:     </response> 
S: </epp> 
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3.1.3 EPP <transfer> Command 
This extension does not add any elements to the EPP <transfer> query command or <transfer> query 
response described in [EPP-D].   
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3.2 EPP Transform Commands 
EPP provides five commands to transform objects: <create> to create an instance of an object, 
<delete> to delete an instance of an object, <renew> to extend the validity period of an object, 
<transfer> to manage object sponsorship changes, and <update> to change information associated 
with an object. 

3.2.1 EPP <create> Command 
This extension defines additional elements for the EPP <create> command described in [EPP-D]. 
 

The EPP <create> command provides a transform operation that allows a client to create an object.  
In addition to the EPP command elements described in [EPP-D], the command MUST  contain a 
child <coa:create> element that identifies the extension namespace if the client wants to associate a 
Client Object Attribute to the object.   The <coa:create> element contains the following child 
elements: 

• One or more <coa:attr> elements.  The <coa:attr> element is described in section 2.1.   

Example <create> command to create a domain object with a COA: 
 
C: <?xml version="1.0" encoding="UTF-8"?> 
C: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0" 
C:     xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"  
C:  xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"> 
C:     <command> 
C:         <create> 
C:             <domain:create 
C:                 xmlns:domain="urn:ietf:params:xml:ns:domain-1.0"  
C: xsi:schemaLocation="urn:ietf:params:xml:ns:domain-1.0 domain-1.0.xsd"> 
C:                 <domain:name>john.doe.name</domain:name> 
C:                 <domain:authInfo> 
C:                     <domain:pw>2fooBAR</domain:pw> 
C:                 </domain:authInfo> 
C:             </domain:create> 
C:         </create> 
C:         <extension> 
C:             <coa:create xmlns:coa="urn:ietf:params:xml:ns:coa-1.0"> 
C:                 <coa:attr> 
C:                     <coa:key>KEY1</coa:key> 
C:                     <coa:value>value1</coa:value> 
C:                 </coa:attr> 
C:             </coa:create> 
C:         </extension> 
C:         <clTRID>ABC-12345</clTRID> 
C:     </command> 
C: </epp> 
 
 
 
When a <create> command has been processed successfully, the EPP 
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   response is as described in [EPP-D]. 
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3.2.2 EPP <delete> Command 
This extension does not add any elements to the EPP <delete> command or <delete> response 
described in [EPP-D]. 
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3.2.3 EPP <renew> Command 
This extension does not add any elements to the EPP <renew> command described in [EPP-D].   
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3.2.4 EPP <transfer> Command 
This extension does not add any elements to the EPP <transfer> command described in [EPP-D].  
The successful completion of a transfer however SHOULD result in the clearing of any existing 
Client Object Attributes. 
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3.2.5 EPP <update> Command 
This extension defines additional elements for the EPP <update> command described in [EPP-D]. 
 
The EPP <update> command provides a transform operation that allows a client to modify the 
attributes of an object.  In addition to the EPP command elements described in the appropriate EPP 
object mapping, the command MUST contain an <extension> element, and the <extension>    
element MUST contain a child <coa:update> element that identifies the extension namespace if the 
client wants to update the object with a Client Object Attribute.  The <coa:update> element contains 
a <coa:put>element to add or update one or more Client Object Attributes, or a <coa:rem> element 
to remove existing Client Object Attributes. At least one <coa:put> or <coa:rem element MUST be 
provided. 
 
The <coa:update> element contains the following child elements: 
 

• An OPTIONAL <coa:rem> element that is used to remove Client Object Attributes from an 
existing set.  The <coa:rem> element MUST contain one or more <coa:key> elements that 
are used to remove the Client Object Attributes identified by the values specified in the 
<coa:key> elements. 

 
• An OPTIONAL <coa:put> element that is used to add Client Object Attributes to an existing 

set.  The <coa:put> element MUST contain one or more <coa:attr> elements that are each 
used to identify the name and value of a Client Object Attribute being added to the object or 
having its value reset if it already exists. 

 
Example <update> command to create a new Client Object Attribute ‘KEY1’ with the value 
‘value1’: 
C: <?xml version="1.0" encoding="UTF-8"?> 
C: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0" 
C:     xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance 
C:   xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"> 
C:     <command> 
C:         <update> 
C:             <domain:update 
C:                 xmlns:domain="urn:ietf:params:xml:ns:domain-1.0" 
C: xsi:schemaLocation="urn:ietf:params:xml:ns:domain-1.0 domain-1.0.xsd"> 
C:                 <domain:name>john.doe.name</domain:name> 
C:                 <domain:chg/> 
C:             </domain:update> 
C:         </update> 
C:         <extension> 
C:             <coa:update xmlns:coa="urn:ietf:params:xml:ns:coa-1.0"> 
C:                 <coa:put> 
C:                     <coa:attr> 
C:                         <coa:key>KEY1</coa:key> 
C:                         <coa:value>value1</coa:value> 
C:                     </coa:attr> 
C:                 </coa:put> 
C:             </coa:update> 
C:         </extension> 
C:     </command> 
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C: </epp> 
 
 
 
Example <update> command to update the value of Client Object Attribute ‘KEY1’ to ‘value2’ : 
C: <?xml version="1.0" encoding="UTF-8"?> 
C: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0" 
C:     xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance  
C:  xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"> 
C:     <command> 
C:         <update> 
C:             <domain:update 
C:                 xmlns:domain="urn:ietf:params:xml:ns:domain-1.0"  
C: xsi:schemaLocation="urn:ietf:params:xml:ns:domain-1.0 domain-1.0.xsd"> 
C:                 <domain:name>john.doe.name</domain:name> 
C:                 <domain:chg/> 
C:             </domain:update> 
C:         </update> 
C:         <extension> 
C:             <coa:update xmlns:coa="urn:ietf:params:xml:ns:coa-1.0"> 
C:                 <coa:put> 
C:                     <coa:attr> 
C:                         <coa:key>KEY1</coa:key> 
C:                         <coa:value>value2</coa:value> 
C:                     </coa:attr> 
C:                 </coa:put> 
C:             </coa:update> 
C:         </extension> 
C:     </command> 
C: </epp> 

 
 
Example <update> command to remove the Client Object Attribute ‘KEY1’: 
C: <?xml version="1.0" encoding="UTF-8"?> 
C: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0" 
C:     xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance  
C:  xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"> 
C:     <command> 
C:         <update> 
C:             <domain:update 
C:                 xmlns:domain="urn:ietf:params:xml:ns:domain-1.0"  
C: xsi:schemaLocation="urn:ietf:params:xml:ns:domain-1.0 domain-1.0.xsd"> 
C:                 <domain:name>john.doe.name</domain:name> 
C:                 <domain:chg/> 
C:             </domain:update> 
C:         </update> 
C:         <extension> 
C:             <coa:update xmlns:coa="urn:ietf:params:xml:ns:coa-1.0"> 
C:                 <coa:rem> 
C:                     <coa:key>KEY1</coa:key> 
C:                 </coa:rem> 
C:             </coa:update> 
C:         </extension> 
C:     </command> 
C: </epp> 
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When an extended <update> command has been processed successfully, 
   the EPP response is as described in the EPP domain mapping [RFC5731]. 
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4 Formal Syntax 
An EPP object mapping is specified in XML Schema notation.  The formal syntax presented here is 
a complete schema representation of the object mapping suitable for automated validation of EPP 
XML instances. The BEGIN and END tags are not part of the schema; they are used to note the 
beginning and ending of the schema for URI registration purposes. 
 
<?xml version="1.0" encoding="UTF-8"?> 
 
<schema targetNamespace="urn:ietf:params:xml:ns:coa-1.0" 

xmlns:coa="urn:ietf:params:xml:ns:coa-1.0" 
xmlns="http://www.w3.org/2001/XMLSchema" 
elementFormDefault="qualified"> 

 
<annotation> 

    <documentation> 
      Extensible Provisioning Protocol v1.0 domain name 
      extension schema for COA (Client Object Attributes) Tag. 
    </documentation> 
  </annotation> 
 
  <element name="create" type="coa:mapType" /> 
  <element name="update" type="coa:updateType" /> 
  <element name="infData" type="coa:mapType" /> 
 
  <complexType name="updateType"> 
    <sequence> 
      <element name="rem" type="coa:remType" minOccurs="0" /> 
      <element name="put" type="coa:mapType" minOccurs="0" /> 
    </sequence> 
  </complexType> 
 
  <!-- 
    A sequence of key/value pairs, for creating or updating a key/value 
    pair in the server. 
  --> 
  <complexType name="mapType"> 
    <sequence> 
      <element name="attr" type="coa:attrType" maxOccurs="unbounded" /> 
    </sequence> 
  </complexType> 
 
  <!— 
    A single key/value pair  
  --> 
  <complexType name="attrType"> 
    <all> 
      <element name="key" type="coa:keyType" /> 
      <element name="value" type="coa:valueType" /> 
    </all> 
  </complexType> 
 
  <!— 
    A sequence of keys, for removing key/value pairs in the server.  
  --> 
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  <complexType name="remType"> 
    <sequence> 
      <element name="key" type="coa:keyType" maxOccurs="unbounded" /> 
    </sequence> 
  </complexType> 
 
  <!— 
    A key of a key/value pair. 
  --> 
  <simpleType name="keyType"> 
    <restriction base="token"> 
      <maxLength value="50" /> 
    </restriction> 
  </simpleType> 
 
  <!— 
    A value of a key/value pair.  
  --> 
  <simpleType name="valueType"> 
    <restriction base="token"> 
      <maxLength value="1000" /> 
    </restriction> 
  </simpleType> 
 
  <!-- 
    End of schema. 
  --> 
</schema> 
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