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Preparing for Post-Quantum:
Securing Internet Infrastructure for the Long Term
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Post-Quantum Cryptographic Algorithms Are Coming

/
v
B
AN i
- S .
.
B
- 3
4 : ., |
e
ST T Al *
o
> ® P - -
]
.
ko
—~e
f

Verisign Public ® VERISIGN



Quantum Computing Is on the Long-Term
Technology Horizon

Bit = Qubit

State = Superposition & Entanglement
A LB A BB LW L L “Computation based on

Boolean Gate - Unitary Operator quantum mechanical

A L L L L L A effects, such as
superposition and

Certainty > Measurement Probability entanglement, in addition
A L LB LB 2B LW L to classical digital

' ' manipulations.”
Classical - Quantum Algorithms paul E. Black, Dictionary of

A LB LB L L LD L Algorithms and Data Structures?
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A Cryptanalytically Relevant Quantum Computer

Could Break Today’s Public-Key Cryptography

. Shor’s 1994 breakthrough:?
Quantum computers can break all
three current public-key families: B o o Qo o
RSA, DH/DSA, elliptic curve

. Symmetric-key encryption, hash
functions impacted by other guantum
algorithms including Grover’s
quantum search, but less significantly | = —w oo

an 1996
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.- Threat timeline: Expert opinions
range from 15 to 50 years?3
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New Post-Quantum Algorithms are Being
Developed, Evaluated and Standardized

Examples

from US Publ!c-Key Digital Signatures Family
Encryption/KEMs
NIST
POC CRYSTALS-KYBER  CRYSTALS-Dilithium _
Standardization - Lattice-Based
Process ALCON
(July 2022)* SPHINCS* Stateless
............................................... HaSh'
SP 800-208 XMSSMMT
stateful Based

Other families considered: Code-Based, Multivariate-Based
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https://csrc.nist.gov/News/2022/pqc-candidates-to-be-standardized-and-round-4
https://csrc.nist.gov/publications/detail/sp/800-208/final

New Algorithms Bring New Design Considerations

Style

Key Encapsulation
Mechanisms
(KEMSs) have

different “interface”

than public-key
encryption (vs.
YAV G)Y
agreement (vs. DH

Verisign Public

Size

New ciphertext,
signature and
(sometimes) key
sizes can be 10-
100x larger (or
more) than pre-
guantum algorithms
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State

Private key Is
continually updated
In current stateful
hash-based
signature schemes
— Same state must
not be used twice




Use Case Example: DNSSEC

Signature Size Impact on Example Fully Signed TLD Zone

9,004

D

3

(From A. Freqgly,
OARC 40, Feb.
2023)°
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i
:
Zone Size Increase

-

With stateless
hash-based
algorithm,
DNS zone
files would
consist
almost
entirely of
signatures




Example Redesign Proposal: Signature

“Condensation” with Merkle Tree Ladder Mode

Summary: Reducing Effective Size Impact with MTL Mode

Send Condensed Signatures, Look Up Reference Values As Needed

message

2%
MTL mode
condensed
» signature FT:LUSEE
. . + reference values
(From B Kal|Sk|, as needed
NIST Fourth PQC
. . private public
Standardization key ey
0 1000 2000 3000 4000 5000 6000 7000 8000 8000 bytes

Conference’ Dec. Signature Algorithm | | | | | | | | i | Effective Signature Size'

2022)7

CRYSTALS-Dilithium-MTL [ B

2 472 bytes + overhead

HSSAMS-MTL [ “* 472 bytes + overhead

XMSSAMT-MTL 5 472 bytes + overhead

condensed signatures

'with example parameters
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472-byte
condensed
signature size
for NIST
Level V
security. Only
248 bytes for
Level |

(10,000-message
series)



Migration Planning Is Already Underway In

Anticipation of the New Algorithms

Mosca’s Model:?
Threat Exposure Time =
(Migration Time + Shelf Time) - Threat Timeline

I CETRRNERERS Expert opinions range
from 15 to 50 years?

Migration Time Experience indicates 10 to
15 years

Shelf Time For encryption, potentially
decades. For signatures,
minimal to years
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Key Questions for Internet Infrastructure Providers:
Where, When, How to Prepare for Post-Quantum?

..‘
. ldentify ) Prioritize )
‘ese’

See: NIST, “Migration to Post-Quantum Cryptography,” May 20168
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https://www.nccoe.nist.gov/sites/default/files/2022-06/Migration-to-PQC-05-16.pdf

Summary: Post-Quantum Algorithms Are Coming

Quantum Computing Is on the Long-Term
Technology Horizon

A Cryptanalytically Relevant Quantum Computer
Could Break Today’s Public-Key Cryptography

New Post-Quantum Algorithms Are Being
Developed, Evaluated and Standardized

Migration Planning Is Already Underway in
Anticipation of the New Algorithms

Key Questions for Internet Infrastructure Providers:
Where, When, How to Prepare for Post-Quantum?
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