LV

VERISIGN®

EXTENSIBLE PROVISIONING PROTOCOL
EXTENSION MAPPING:
<PERSONAL REGISTRATION>

Version 1.2

VeriSign Inc. Proprietary Information
EPP Personal Registration Extension * pagei



LEGAL DISCLAIMER

COPYRIGHT NOTIFICATION

Copyright © 2012 VeriSign, Inc. All rights reserved. VERISIGN; the Verisign logo; and other
trademarks, service marks and Verisign designs are registered or unregistered trademarks of
VeriSign Inc. and its subsidiaries in the United States and foreign countries. Copyright laws and
international treaties protect this document, and any Verisign product to which it relates.

VERISIGN PROPRIETARY INFORMATION

This document is the property of VeriSign, Inc. and its subsidiaries (together “Verisign”) It may be
used by recipient only for the purpose for which it was transmitted and must be returned upon
request or when no longer needed by recipient. It may not be copied or communicated without the
prior written consent of Verisign.

DISCLAIMER AND LIMITATION OF LIABILITY

Verisign has made efforts to ensure the accuracy and completeness of the information in this
document. However, Verisign makes no warranties of any kind (whether express, implied or
statutory) with respect to the information contained herein. Verisign assumes no liability to any party
for any loss or damage (whether direct or indirect) caused by any errors, omissions or statements of
any kind contained in this document. Further, Verisign assumes no liability arising from the
application or use of the product or service described herein and specifically disclaims any
representation that the products or services described herein do not infringe upon any existing or
future intellectual property rights. Nothing herein grants the reader any license to make, use or sell
equipment or products constructed in accordance with this document. Finally, all rights and
privileges related to any intellectual property right described herein are vested in the patent,
trademark or service mark owner and no other person may exercise such rights without express
permission, authority or license secured from the patent, trademark or service mark owner. Verisign
reserves the right to make changes to any information herein without further notice.

Any statements contained within this document concerning Verisign's future prospects are "forward
looking statements" under the Federal Securities laws. There can be no assurance that future
results will be achieved and actual results could differ materially from forecasts, estimates, and
summary information contained in the document. Important factors that could cause actual results
to differ materially include but are not limited to factors discussed in Verisign's SEC filings.

NOTICE AND CAUTION
Concerning U.S. Patent or Trademark Rights

Verisign and other trademarks, service marks and logos are registered or unregistered trademarks
of Verisign and its subsidiaries in the United States and in foreign countries. The inclusion in this
document, the associated on-line file or the associated software of any information covered by any
other patent, trademark or service mark rights does not constitute nor imply a grant of or authority to
exercise, any right or privilege protected by such patent, trademark or service mark. All such rights
and privileges are vested in the patent, trademark or service mark owner and no other person may
exercise such rights without express permission, authority or license secured from the patent,
trademark or service mark owner.

VeriSign Inc. Proprietary Information
EPP Personal Registration Extension * page il



Table of Contents

1 INTRODUCTION 1
2 OBJECT ATTRIBUTES 1
2.1 CONSENE LAENTITIET . ...oeeeiieieieeeeeeeeeeeeeeeeeeeeee ettt eeeeeeeeeeeeeeeaeeeeeneeeeeseneeneennnnnnnns 1
2.2 BUndle Rate FIAZ.......cooouiiiiiiiieiiece ettt ettt st ettt e e e e enees 1

3 EPP COMMAND MAPPING 2
3.1 EPP Query COMMANGS ......cccueeiuieriieiiieiiieeiiesiieeieesiteeteesteeeteestteeeseesseessseenseesnseenseassseeseessseens 2
3.1.1 EPP <check™ Command ..........ooooiiiiiiiiiiiii e 3
3.1.2 EPP <info> Command ..........ooooiiiiiiiiiiii e 4
3.1.3  EPP <transfer> Command ..........oooooviiiiiiiiiii 6

3.2 EPP Transform COmmMAandS.........cooeviiiiiiiiiii e 7
3.2.1 EPP <create™> Command...........oooueiieiiiiiiiei e 7
3.2.2 EPP <delete™ Command..........coooueiiiiiiiieii 10
3.2.3 EPP <renew> COmMMANGd........cooouiiiiiiiiiiiiii 11
3.2.4 EPP <transfer> Command ...........ooooiiiiiiiiiiiii 12
3.2.5 EPP <update> Command.............cccceeriiiiiieniiiiienie ettt ettt st 13

4 FORMAL SYNTAX 14
5 REFERENCES 16

VeriSign Inc. Proprietary Information
EPP Personal Registration Extension * page iil



1 Introduction

This document describes an personal registration mapping for version 1.0 of the Extensible
Provisioning Protocol (EPP). This mapping, an extension of the domain name mapping described in
[EPP-D], and an extension of the email forwarding mapping described in [EPP-E], is specified using
the Extensible Markup Language (XML) 1.0 as described in [XML] and XML Schema notation as
described in [ XMLS-1] and [ XMLS-2].

[EPP] provides a complete description of EPP command and response structures. A thorough
understanding of the base protocol specification is necessary to understand the mapping described in
is document.

XML is case sensitive. Unless stated otherwise, XML specifications and examples provided in this
document MUST be interpreted in the character case presented to develop a conforming
implementation.

2 Object Attributes

This extension adds additional elements to the domain name mapping described in [EPP-D] and the
email forwarding mapping described in [EPP-E]. The term personal registration stands for either a
domain name or an email forwarding address. The term corresponding service stands for the
opposite Personal Registration. For example, the corresponding service for a domain name is email
forwarding address, and the corresponding service for email forwarding address is a domain name.
Only new element descriptions are described here.

2.1 Consent Identifier

The consent identifier is used to register personal registrations that conflict with defensive
registration described in [EPP-DR]. A consent identifier is supplied out-of-band to a specific
registrar and for a specific personal registration. The registry must validate that the consent identifier
against the registrar and the personal registration.

2.2 Bundle Rate Flag

The bundle rate flag indicates that a personal registration was charged at a bundled rate. When a
bundle is charged, the original corresponding service is credited.
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3 EPP Command Mapping

A detailed description of the EPP syntax and semantics can be found in [EPP]. The command
mappings described here are specifically for use in provisioning and managing personal registrations
using a consent identifier and a bundled rate flag via EPP.

3.1 EPP Query Commands

EPP provides three commands to retrieve object information: <check> to determine if an object is
known to the server, <info> to retrieve detailed information associated with an object, and
<transfer> to retrieve object transfer status information.
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3.1.1 EPP <check> Command

This extension does not add any elements to the EPP <check> command or <check> response
described in [EPP-D] and [EPP-E].
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3.1.2 EPP <info> Command

This extension does not add any elements to the EPP <info> command described in [EPP-D] and
[EPP-E]. Additional elements are defined for the <info> response.

When an <info> command has been processed successfully, the EPP <infData> element MUST
contain child elements as described in [EPP-D] and [EPP-E]. In addition, the EPP <extension>
element MUST contain a child <persReg:infData> element that contain the following child
elements:

- An <persReg:consentID> element that contains a consent identifier used with the <create>
command.

Example <info> response:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

S: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp-1.0
epp-1.0.xsd">

<response>

<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<emailFwd:infData
xmlns:emailFwd="http://www.nic.name/epp/emailFwd-1.0"
xsi:schemalocation="http://www.nic.name/epp/emailFwd-1.0
emailFwd-1.0.xsd">
<emailFwd:name>john@doe.name</emailFwd:name>
<emailFwd:roid>EXAMPLE1-VRSN</emailFwd:roid>
<emailFwd:status s="ok"/>
<emailFwd:registrant>jdl234</emailFwd:registrant>
<emailFwd:contact type="admin">sh8013</emailFwd:contact>
<emailFwd:contact type="tech">sh8013</emailFwd:contact>
<emailFwd:fwdTo>jdoe@example.com</emailFwd: fwdTo>
<emailFwd:clID>ClientX</emailFwd:clID>
<emailFwd:crID>ClientY</emailFwd:crID>
<emailFwd:crDate>1999-04-03T22:00:00.0Z</emailFwd:crDate>
<emailFwd:upID>ClientX</emailFwd:upID>
<emailFwd:upDate>1999-12-03T09:00:00.0Z</emailFwd:upDate>
<emailFwd:exDate>2005-04-03T22:00:00.0Z</emailFwd:exDate>
<emailFwd:trDate>2000-04-08T09:00:00.0Z</emailFwd:trDate>
<emailFwd:authInfo>
<emailFwd:pw>2f0oBAR</emailFwd:pw>
</emailFwd:authInfo>
</emailFwd:infData>
</resData>
<extension>
<persReg:infData xmlns:persReg="http://www.nic.name/epp/persReg-1.0"
xsi:schemalLocation="http://www.nic.name/epp/persReg-1.0
persReg-1.0.xsd">
<persReg:consentID>ID:12345</persReg:consentID>
</persReg:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
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<svTRID>54322-XY7</svTRID>
</triD>
</response>
:</epp>
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3.1.3 EPP <transfer> Command

This extension does not add any elements to the EPP <transfer> query command or <transfer> query
response described in [EPP-D] and [EPP-E].
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3.2 EPP Transform Commands

EPP provides five commands to transform objects: <create> to create an instance of an object,
<delete> to delete an instance of an object, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to change information associated
with an object.

3.2.1 EPP <create> Command

This extension defines additional elements for the EPP <create> command and response described in
[EPP-D] and [EPP-E].

The EPP <create> command provides a transform operation that allows a client to create a domain
object and email forwarding object. In addition to the EPP command elements described in [EPP-D]
and [EPP-E], the command MUST contain an <extension> element. The <extension> element
MUST contain a child <persReg:create> element that contains the following child elements:

- An <persReg:consentID> element that contains a consent identifier.

Example <create> command:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

C: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp-1.0
epp-1.0.xsd">

<command>

<create>
<emallFwd:create
xmlns:emailFwd="http://www.nic.name/epp/emailFwd-1.0"
xsi:schemalocation="http://www.nic.name/epp/emailFwd-1.0
emailFwd-1.0.xsd">
<emailFwd:name>john@doe.name</emailFwd:name>
<emailFwd:fwdTo>jdoel@example.com</emailFwd: fwdTo>
<emailFwd:period unit="y">2</emailFwd:period>
<emailFwd:registrant>jdl234</emailFwd:registrant>
<emailFwd:contact type="admin">sh8013</emailFwd:contact>
<emailFwd:contact type="tech">sh8013</emailFwd:contact>
<emailFwd:authInfo>
<emailFwd:pw>2f0ooBAR</emailFwd:pw>
</emailFwd:authInfo>
</emailFwd:create>
</create>C: <extension>
<persReg:create
xmlns:persReg="http://www.nic.name/epp/persReg-1.0"
xsi:schemalLocation="http://www.nic.name/epp/persReg-1.0
persReg-1.0.xsd">
<persReg:consentID>ID:12345</persReg:consentID>
</persReg:create>
</extension>
<clTRID>ABC-12345</clTRID>
</command>
:</epp>

QOO0 000000000000000000000000Q0
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When an <create> command has been processed successfully, the EPP <creData> element MUST
contain child elements as described in [EPP-D] and [EPP-E]. In addition, the EPP <extension>
element MUST contain a child <persReg:creData> element that contains the following child
elements:

- An <persReg:bundledRate> element that contains a boolean value indicated if the bundled rate
was charged.

Example <create> response:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

S: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

S: xsi:schemalocation="urn:ietf:params:xml:ns:epp-1.0
S epp-1.0.xsd">

S <response>

S <result code="1000">
S <msg>Command completed successfully</msg>
S </result>

S <resData>

S <emailFwd:creData

S xmlns:emailFwd="http://www.nic.name/epp/emailFwd-1.0"
S xsi:schemalLocation="http://www.nic.name/epp/emailFwd-1.0
S emailFwd-1.0.xsd">
S <emailFwd:name>john@doe.name</emailFwd:name>
S <emailFwd:crDate>1999-04-03T22:00:00.0Z</emailFwd:crDate>
S: <emailFwd:exDate>2001-04-03T22:00:00.0Z</emailFwd:exDate>

S: </emailFwd:creData>

S: </resData>

S <extension>

S <persReg:creData xmlns:persReg="http://www.nic.name/epp/persReg-1.0"
S xsi:schemalLocation="http://www.nic.name/epp/persReg-1.0

S persReg-1.0.xsd">

S <persReg:bundledRate>1</persReg:bundledRate>

S </persReg:creData>

S </extension>

S <trID>

S <clTRID>ABC-12345</clTRID>

S <svTRID>54321-XY7Z</svTRID>

S </triID>

S </response>

S:</epp>

When an <create> command has failed, the EPP <creErrData> element MUST contain child
elements as described in [EPP-D] and [EPP-E]. In addition, if the command response code is 2305
“Object association prohibits operation “, the EPP <extension> element MUST have a child
<creErrData> element that contains the following child elements:

- An <persReg:msg> element containing a human-readable description of the error. The error
code of the error MUST be identified with a “code” attribute. The language of the error is
identified via an OPTIONAL “lang” attribute. If not specified, the default attribute value
MUST be “en” (English).

Error codes include:
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Error Code Error Text Description

1 “Corresponding service exists” Corresponding Service exists that
prohibits the operation.

2 “Conflicting defensive registration exists”  Defensive Registrations exist that
conflict with the Personal
Registration. Consent must be
obtained.

Example <create> error response:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

S: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp-1.0
epp-1.0.xsd">

<response>

<result code="2305">
<msg>Object association prohibits operation</msg>
</result>
<extension>
<persReg:creErrData xmlns:persReg="http://www.nic.name/epp/persReg-1.0"
xsi:schemalLocation="http://www.nic.name/epp/persReg-1.0
persReg-1.0.xsd">
<persReg:msg code="2">
Conflicting defensive registration exists
</persReg:msg>
</persReg:creErrData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54321-XY7Z</svTRID>
</triD>
</response>
:</epp>

NN NN N NnNNnNNnNNnNnnnnNnnnnon n nnn
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3.2.2 EPP <delete> Command

This extension does not add any elements to the EPP <delete> command or <delete> response
described in [EPP-D] and [EPP-E].
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3.2.3 EPP <renew> Command

This extension does not add any elements to the EPP <renew> command described in [EPP-D] and
[EPP-E]. Additional elements are defined for the <renew> response.

When an <renew> command has been processed successfully, the EPP <renData> element MUST
contain child elements as described in [EPP-D] and [EPP-E]. In addition, the EPP <extension>
element MUST contain a child <persReg:renData> element that contain the following child
elements:

- An <persReg:bundledRate> element that contains a boolean value indicated if the bundled rate
was charged.

Example <renew> response:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

S: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
S: xsi:schemalocation="urn:ietf:params:xml:ns:epp-1.0

S epp-1.0.xsd">

S <response>

S <result code="1000">

S <msg>Command completed successfully</msg>

S </result>

S <resData>

S <emailFwd:renData

S xmlns:emailFwd="http://www.nic.name/epp/emailFwd-1.0"

S xsi:schemaLocation="http://www.nic.name/epp/emailFwd-1.0

S emailFwd-1.0.xsd">

S <emailFwd:name>john@doe.name</emailFwd:name>

S <emailFwd:exDate>2005-04-03T22:00:00.0Z</emailFwd:exDate>
S: </emailFwd:renData>

S: </resData>

S: <extension>

S <persReg:renData xmlns:persReg="http://www.nic.name/epp/persReg-1.0"
S xsi:schemalLocation="http://www.nic.name/epp/persReg-1.0

S persReg-1.0.xsd">

S <persReg:bundledRate>1</persReg:bundledRate>

S </persReg:renData>

S </extension>

S <trID>

S <clTRID>ABC-12345</clTRID>

S <svTRID>54322-XY7</svTRID>

S </triID>

S </response>

S:</epp>
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3.2.4 EPP <transfer> Command

This extension does not add any elements to the EPP <transfer> command described in [EPP-D] and
[EPP-E]. Additional elements are defined for the <transfer> response.

When an <transfer> request command has been processed successfully, the EPP <trnData> element
MUST contain child elements as described in [EPP-D] and [EPP-E]. In addition, the EPP
<extension> element MUST contain a child <persReg:trnData> element that contain the following
child elements:

- An <persReg:bundledRate> element that contains a boolean value indicated if the bundled
rate was charged.

Example <transfer> response:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0"

S: xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp-1.0
epp-1.0.xsd">

<response>

<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<emailFwd:trnData
xmlns:emailFwd="http://www.nic.name/epp/emailFwd-1.0"
xsi:schemalocation="http://www.nic.name/epp/emailFwd-1.0
emailFwd-1.0.xsd">
<emailFwd:name>john@doe.name</emailFwd:name>
<emailFwd:trStatus>pending</emailFwd:trStatus>
<emailFwd:reID>ClientX</emailFwd:reID>
<emailFwd:reDate>2000-06-08T22:00:00.0Z</emailFwd:reDate>
<emailFwd:acID>ClientY</emailFwd:acID>
<emailFwd:acDate>2000-06-13T22:00:00.0Z</emailFwd:acDate>
<emailFwd:exDate>2002-09-08T22:00:00.0Z</emailFwd:exDate>
</emailFwd:trnData>
</resData>
<extension>
<persReg:trnData xmlns:persReg="http://www.nic.name/epp/persReg-1.0"
xsi:schemalLocation="http://www.nic.name/epp/persReg-1.0
persReg-1.0.xsd">
<persReg:bundledRate>1</persReg:bundledRate>
</persReg:trnData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XY7</svTRID>
</triD>
</response>
:</epp>
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3.2.5 EPP <update> Command

This extension does not add any elements to the EPP <update> command or <update> response
described in [EPP-D] and [EPP-E].
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4 Formal Syntax

An EPP object mapping is specified in XML Schema notation. The formal syntax
presented here is a complete schema representation of the object mapping
suitable for automated validation of EPP XML instances. The BEIGN and END tags
are not part of the schema; they are used to note the beginning and ending of
the schema for URI registration purposes.

<?xml version="1.0" encoding="UTF-8"?>

<schema targetNamespace="http://www.nic.name/epp/persReg-1.0"
xmlns:persReg="http://www.nic.name/epp/persReg-1.0"
xmlns="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified">

<annotation>
<documentation>
Extensible Provisioning Protocol v1.0
.name email forwarding extension schema for
personal registration provisioning.

</documentation>
</annotation>
<l--
Child elements found in EPP commands.
-—>
<element name="create" type="persReg:createType"/>
<l--
Child elements of the <create> command.
-—>
<complexType name="createType">
<sequence>
<element name="consentID" type="persReg:consentIDType"/>
</sequence>
</complexType>
<simpleType name="consentIDType">
<restriction base="token">
<minLength value="1"/>
<maxLength value="64"/>
</restriction>
</simpleType>
<l--
Child response elements.
-—>
<element name="creData" type="persReg:genDataType"/>
<element name="infData" type="persReg:infDataType"/>
<element name="renData" type="persReg:genDataType"/>
<element name="trnData" type="persReg:genDataType"/>
<l--
General response elements.
-—>
<complexType name="genDataType">
<sequence>
<element name="bundledRate" type="boolean"/>
</sequence>
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</complexType>

<l--
<info> response elements.
-—>
<complexType name="infDataType">
<sequence>
<element name="consentID" type="persReg:consentIDType"/>
</sequence>
</complexType>

<!--

End of schema.
-——>

</schema>
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